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Few persons can be made to believe that it is not quite an easy thing to invent a
method of secret writing that shall baffle investigation. Yet it may be roundly
asserted that human ingenuity cannot concoct a cipher which human ingenuity

cannot resolve.
Edgar Allen Poe [7]

ryptography from the Greek ‘kryptos’ (hidden) and ‘graphein’ (to write), is the
{ art and science of making communications unintelligible to all except the

intended recipients. Its existence through the ages was usually confined to
diplomatic and military circumstances, where it was used for the concealment of
information communicated over secure and insecure lines. Today, there is an urgent need
to provide cost-effective, efficient, and secure systems to protect the vast quantity of
digital data stored and communicated by electronic data-processing systems. With the
growth in electronic fund transfers, instant electronic mail, point-of-sale terminals, home
banking, and conferencing through computers, the threat of unauthorized accessibility to
this data becomes a pressing concern of our society.

The science of reading secret messages and uncovering the cryptographic system
utilized is calleccryptanalysis This science played a vital role in the conclusion of the



SecondWorld War. The ealy breaking of the Pynle Code of dpan allaved theAllied
forces to continally read se@t messges petaining to stategic movements in the
Pacific; the ecovery of an Enigma Mduine fom a sunkn Geman submane did the
same 6r theAllied command in Ewpe [9],[11].

EdgarAllen Poe fancied himself a skilled gptanayst. But thee is some doubtut
the deénsaility of his quoted dictum. ptanaysis eveals detiencies in gisting
cryptographic systems. Impwed ciyptographic systems then posew@roblems br the
cryptanayst. The intent of this swey is to discuss the atually reactve relaionship
between the tw areas,with an emphasis on the untleng mahemadics.

Linear Ciphers

A cipheris a system Wwich transbrms plaintet into ciphetext by applying a set of
transbrmaions to eal chamacter (or letter ) in the plainte The paticular
transbrmaions emplged d ary time ae contolled by a“key” used &tha time.
Secuity of the ciphetext rests healy on the se@cy of the ley; it is the objectie of
the cyptanayst to ind the ley and consequentlbreak the system.

Caesar Ciphes. One of the ediest knavn cryptographic systems @as used ¥ Julius
Caesar and isppropriately referred to as a Caesar Cipher [28found 508.c., Julius
Caesar wote to Macus Ciceo, using a cipher thashifts the alphaet thee places to the
right and weps the last thee lettes X, Y, Z badk onto the irst three lettes:

ABCDEFGHIJKLMNOPQRSTUVWXY Z
DEFGHI J KLMNOPQRSITUVWXY ZABZC
Thus,the plaintat messge
MEET YOU IN ORLANDO
Is transbrmed into the ciphéext
PHHW BRX LQ RIODQGR.

Sud a tansbrmation, using modular athmetic can also be pesfmed ty a computer
Any messge can bexpressed digally based on the one-to-one @spondence

ABCDEFGH I JK LMNOPQR STUVWXYZ
000102030405060708091011121314151617 1819 202122232425
To encipher the plaint messge, we use the amsbrmaion
E(M) = (M + 3)(modulo 26),

where M is the imeic equivalent of a plaintet letter To decipherwe utilize the
transbrmaion

D(C) = (C + 23)(modulo 26),
where C is the omeiic equialent of a ciphdext letter Hence:
O R L A N D O
14 17 11 00 13 03 14

E:y D: A



17 20 14 03 16 06 17
R U O D Q G R

It is not knavn why Caesar selected 3 as they ko his cipher system; he couldviea
chosen ay integer value Since ve ae opesating modulo 26there ae 26 distinct kys,
one of vhich (the identity) dfers no sececy a all. A messge enciphezd by a Caesar
Cipher is @tremely insecue since rhaustve cryptanaysis using the 25 nomtial keys
is easiy performed

Decimdion and Linear Ciphes. A Decimaion Cipher is similar to a Caesar Cipheit b
it uses naltiplication, rather than adition, by a rumber ley. In order to assu a one-to-
one corespondence among the letterf the alphlaet,the key number nust be elaively
prime to 26[For example the multiplier 2 yieldsE(A) = E(N) = A, since

0 = 2(13)(mod 26).] Thus,the enciphéng transbrmation must be

E(M) = kM(mod 26),
where M is the umeiic value of a plaintet letter, and the ky numberk is an od
integer which is not a miltiple of 13. Ifk = 3, for example the cipher alphzet is

obtained ly stating with A and selecting\ery third letter thafollows in the plain
alphaet as v g/cle through it. The decipheng algorithm is then

D(C) = 9C(mod 26),

where C is the umeic equvalent of a cipheext letter In geneal, the decipheang key
is the multiplicative inverse modulo 26 of the enciplireg key k (the inverse nust &ist
sincek is relaively prime to 26)A decimdion cipher ofers no moe secuty than a
Caesar Cipher since tleeae only twelve distinct leys.

Decimdion and Caesar Cipheae subcases of a neeneal dass of ciphes called
linear or afine ciphes.A linear cipheris defned by the encipheng transbrmation

E(M) = (kM + t)(mod 26), (1)

wherek, t are intggers andk is reldively prime to 26.Ther ae (12) (26)= 312 distinct
linear ciphes.

Suppose thedtlowing ciphetext was geneseted using a linear cipher:
YHTQF SCUFD SBLX IOLBF ALYZT IDSCL YCSDO
FZYCU FFMF ODITF YCDKV SBICD XBXCF TX.

We can comparthe fequeng distibution of the lettes occuring in this ciphetext
(Table 1) with the gpected fequeng of occurence of lettes in the English Langge
(Table 2).

ABCDEFGH I JKLMNOPQRSTUVWXY/Z
247 60 901 4014103010543 104°5

Table 1. Fequencies of lettes in ciphertext.



Letter Fequeng Pobability Letter Fequeny Pobability
A 321712 .0804 N 283561 .0709
B 61472 .0154 O 303844 .0760
C 122403 .0306 P 79845 .0200
D 159726 .0399 Q 4226 .0011
E 500334 1251 R 244867 .0612
F 92100 .0230 S 261470 .0654
G 78434 .0196 T 370072 .0925
H 219481 .0549 U 108516 0271

I 290559 .0726 Vv 39504 .0099
J 6424 .0016 wW 76673 .0192
K 26972 .0067 X 7779 .0019
L 165559 .0414 Y 69334 .0173
M 101339 .0253 z 3794 .0009

TABLE 2. Individual letter fr equencies in 4 million baracters of English tet [6]
(Based on a sample of 800eerpts of 500 lettes taken from the Brown University
Corpus of Present-Da American English).

The two lettess which occur most gquenty in the English Langwge ae E andT, in

tha order Therefore, it is reasonble to guess thaF, which occus most fequenty in

the ciphetext (seeTable 1), coresponds to Byhile the second mostdquent letter C in
this ciphetext coresponds td@. Based on the assumptiontiig4) = 5 andE(19) = 2,
we use (1) to gneete the linear congences

4k + t = 5 (mod 26)
19k + t = 2 (mod 26).

The solution to this system ks= 5 andt = 11, obtained via elementatecniques
descibed in most omber theoy texts. Therefore, the conjectued encipheng
transbrmaion would be

E(M) = (5M + 11)(mod 26).
Since the raltiplicative inverse modulo 26 of 5 is 2And the aditive inverse modulo
26 of 11 is 15the coresponding decipheg transbrmation would be

D(C) = 21(C + 15)(mod 26).

Based on thisye would decipher our eber ciphetext as

cphetet A B C DE FGH | JK LMNOPQRSTUVWXY Z
0 12 3 456 7 8 910111213141516171819 202122232425

3241914 9 4 25201510 5 0 2116 11 6 1 221712 7 2 231813 8
panct D Y TOJE ZUP KRAVQ LGBWRMHCX SN I
NUMBE RIHEO HRHAS PLAYE DANIM PORIA NTROL

EINTH EDEVE LOPME NOFC RPTO SYSTE MS
tha is,



NUMBER THEORY HAS PLAYED AN IMPORTANT ROLE IN THE
DEVELOPMENT OF CRPTOSYSTEMS

Substitution Ciphers

Caesardecimaion, and linear cipheyform a small subset of dass of ciphes knavn
as substitution cipherThe key to asubstitution ciphers a pemutation of the tventy-
six lettes of the alphlaet. For example sud a ey may be

ABCDEFGHIJKL MNOPQRSTUVWXYZ
KYAXJBZINWCMGHVDTLUSPERFOQ
which enciphes MICKEY MOUSE as GRCJO GVPUJ

This type of enciphéng increases theumber of possile keys to 26!(a rumber
exceedingd x 10%), and this dfectively eliminaes ehaustve cryptanaysis.To
decipher a ciphésxt encypted ty a geneal substitution cipheione nust use the
statistical frequeng distribution of single-letter occuences in the English Langye If
this doesrt sufice, more informaion can be obtaineddm languge patems [26]. By
compaing frequeng occurences or lettes, initial letters, final lettes, digraphs
(combindions of two lettes), and tigraphs (combingons of thee lettes) of a
ciphetext with knavn chamacterstic frequencies of the English Langyegaone can
eventualy reconstuct the ley and decipher the xe

This tetinique is especiallefficient because eh@laintet letter is epresented avays
by the same ciphtaxt letter Consequenyl all the popeties of the plaintet languae
are retained in the ciphtaxt languae. These inanant piopeties of substitution cipher
can be utilizd to obtain thedy and beak the ciphert can be shon tha an aerage of
twenty-eight lettes of ciphetext is needed to uniguekolwe for the ley of a substitution
cipher [11].

Polyalphabetic Ciphers

One vay to obtain geder secuty is to use a cipher wch guaantees thiaa gven
plaintext letter is not alays represented Y the same cipheaxt letter This can be
achieved ly using a sequence ofdifferent substitution ciphsrin peiiodic fashion with
period n, to encipher a mesga The use of sutsubstitution cipharincreases the
effective rumber of possile keys from 26! to(26!)". For n = 3, the manitude of this
number is @proximately equal to the totalumber of goms in the unierse!

A classic poyalphaetic enciphang procedug, devised ly the Fend cryptographer
Vigenée, utilizes both a &word and the Caesar cipheatisbrmation. Suppose &
wish to encipher the plaintemessge

MEET YOU AT SFACE MOUNTAIN,

using the kyword MATH. To encipher the mesgg one uses the sequence ofiif
different Caesar ciphgrwhere the ey values 120, 19,7 ae the espectre rumeic
equvalents of MA, T, H. This sequence igalied consecuiely to goups of bur
letters of plaintet, corverting ead group into ciphetext. For the frst group of our
letters, MEET, we obtainY EXA. Specifcally, for E (M) denoting(M + k)(mod 26):



Keyword M A T H Plaintext M E E T
12 0 19 7 12 4 4 19

E12+ Eo+ E19+ EN

24 4 23 0
Ciphettext Y E X A

Proceeding in this manneoif ead consecutie goup of ur lettes, we obtain
the ciphetext

YEXAK ONHFSIHOEFVGNMHUNSG.

Note tha the doulke E in the plaintet MEET no longr gpeas as a doub letter in the
ciphetext. Futhemore, the two F’s in the ciphdext corespond to dferent plaintet
letters. Since plainte lettels ae not alvays represented Y the same cipheaxt letters,
the non-unibrm frequeng distibutions of single lettey, digraphs,trigraphs,etc in
plaintext are smoothed out in the ciphlext. This smoothing out impres the secity

of the system signifantly.

An Unbeakale Cipher To obtain a tuly “unbreakdle” systemone can select a
polyalphaetic cipher wose ley, consisting of andomy selected ambes, has the
length of the plainteé messge [13],[25]. This ciphercalled a‘one-time pad’or
Vemian cipherwas irvented ly the US. Army Corps in 1917The one-time pad is
invincible since it is equigbéable tha a plaintet chamacter is epresented Y ary
ciphetext chamacter and evealing pétems no longr eist because eaochoice of
representtion is mandom.The rumber of possile keys of lengthn is (26)", which for
large n makes exhaustve ciyptanaysis infeasitbe. Note for example that (26)% =~ 107°.
This cipher is also theetically unbreakdle, as the éllowing example illustetes.

Plantet S E N D M O R E M O N E Y
18 04 13 03 12 14 17 04 12 14 13 04 24
Key 09 26 01 O7 23 15 21 14 11 11 02 08 09
01 04 14 10 09 03 12 18 23 25 15 12 07
Ciphetet BL E O K J D M S X Z P M H
Plaintet R U N T O EX E R C | S E
17 20 13 19 14 0423 04 17 02 08 18 04
Key 10 10 01 17 21 2515 14 06 23 07 20 O3
01 04 14 10 09 0312 18 23 25 15 12 07
Ciphetext B E O K J DM S X Z P M H

There is no Igical basis 6r detemining which of the two plaintext messges dove
comresponds to the ciphext

BEOKJDMSXZPMH.

Using an apropriate sequence ofalues in the &, ary thirteen-letter mesga can be
encipheed to yield the same ciphext.

The one-time pad is one method of s¢eadio comnunicaion used g the
U.S.SR.[10]. It is also emplged on thé'hot line” between Moscw andWashington.
Even though this systemfefs asolute se@ugy, it poses ky-manajement poblems of



enomous popottions: both the sender and thecever of a messge nust hae the
identical sequence ochndom mmbes in oder to commnicae via sub a system.
Although a lkey could be sent in adnce edc time a mesg® is to be comemicaed,
unnoticed intereption of the lkey would jeopadize the se@cy of the brthcoming
comnunicaion. Futhemore, the key can ony be used once sincepeaded use wuld
generte recaynizeble patems for the cyptanayst’'s use

The poblem of genesting, distiibuting, and cancelling &s is unmangeale in a
system where thee is a high @ffic volume In wartime, millions of key charactes
would be needed d&i[10]. Even with todg’s paverful computes, this system is
expensve and time consuming

Public-key Cryptosystems

In 1975,a signifcant nev type of cipher systentalled a pulic-key cryptosystemwas
proposed B Whitfield Diffie and Matin Hellman [4].The secuty of this nev system is
not measwed by the complgity of the encipheng algorithm, nor is it measuwd by
staistical uncetainty. Insteagthe systens secuty relies on disceeries in a ypung and
important band of computer science called compigaal compleity theory.

Compleity theory primarily deals with the angs$is and design of abgithms,and
especialy with the umber of computsonal stgs needed to complete an@ithm.

The secuity of ary cipher is nov measued Ly the expected amount of time a computer
would expend to beak the cipher

In a“public-key cryptosystem’ead user in the comanicaion network places an
enciyption algrithm E and cipher Ry in apubic file (analgous to a telghone
directory). The coresponding degption algrithm D of the user is épt secet. Eat
user in the systemumst select hiswn encyption-decyption pair so as to safy the
following propeties:

(i) If ?and<¥, respecitrely, represent all éasilde plaintext and ciphetiext messges,
thenE: . ¢ andD: €. 2%

(i) EandD are inverse tansbrmations; tha is,
E(D(C)) = C and D(E(M)) =M forallC € ¢andM € 2.

(i) The pair E, D) can be eagilfound (in the computamnal sense) Yothe avner, and
E andD are easy to compute

(iv) Itis computéionally infeasilbe for aryone ecept the avner to detenineD, even
if its inverseE is knavn.

Because of conditions (ii) and/)j we callE a*“trapdoor” or “one-way” function. It is
“one-way” in the sense thdor gvenM it is easy to computE(M); but gvenE(M), it is
effectively impossille to computeM unless cdrin piivate (trapdoor) inbrmation is
known. According to corention in computigzonal compleity theolry, a function is
“easy”’to compute if ther eists an algrithm which computes it usingpgroximately
kd* computdional stgps,where k anda are constantsandd is the“size” of the input. If
no sud algorithm exists, it is said to béhard” to compute

Let us inspect merdosely how the system wrks. Suppose psonA desies to send
messge M to pesonZ. PersonA looks up,in the pultic director, the pulbic



encipheing algorithm E, of Z and sends the mesggaaskE,(M). (There is dsolutey no
fear of inteception—wiretgoping and sping—sinceZ is the ony individual thd has
access to the deciplieg algorithm, D,.) Then,Z deciphes the messg by applying the
algorithm D, to E(M). Specifcally, D,(E,(M)) = M.

A major adrantaye of this system is thé avoids the necessity of digiuting a nev key
before the mesgge is sentThis is olviously important for the success of grelectonic
mail system.

The pulic-key cryptosystem also alas “signatures’ A signaure is a guaantee tha
the messge has been issueg the senderSigndures ae a welcome bouns of the
system.They are used in mancontets (electonic fund tansers, electonic mail,home
banking conferencing though computes, etc).

If a pesonA desies to send psonZ a messge, signed to insie its orgin, thenA can
use his pwvate decipheng algorithm D, as a signaire. Specifcally, A sendsE[D,(M)]
to Z, andZ usesE,{D,(E[DA(M)])} = M. Note tha only Z can ead the engpted
messge E,[D,(M)] since ony Z knows the pivate decipheng algorithm D,. WhenD,
is goplied Z is left with the tat D,(M), which is still unead#le. But thenZ can ead
this messge by applying the pulic encipheing algorithm E, of A. If the message is
now meaningful Z has the assance thait was sent ¥ A, since oy A knows the
private deciphang algorithm D,. It should be noted thaondition (ii) of the pulic-key
cryptosystem can belaxed without ag grea damaye. If D(E(M)) = M for allM € 2
andE(D(C)) = C for only a fraction of the possib C € €, then signtures can still be
obtained [12].

The enomous lkey mangement poblems of the one-time pad systene airtually
noneistent in a pulic-key cryptosystem. Since elaaser of the systenmegegtes ony
one pair of kys, and since theris a pubc directory for the encipheng keys of the
uses, there ae no distibution poblems.Theoketically, this system wercomes the
primary defciengy of the unbeakdle one-time pad systemhile it gopaently
maintains the samevel of secuity.

The RSA Pubic-key Cryptosystem

In 1977,Ronald L. Rvest,Adi Shamir and Leonatt Adleman,all of MIT, developed an
elegant way to implement the Dife-Hellmen systemysing ony elementay ideas fom
number theoy [21], [22]. A little background is necessato completgl undestand the
workings of their systenrefered to as the RSA gptosystem.

In 1640,Piere Fermat comnunicaed a esult to one of his cagspondentg;rénide de
Bessyan oficial a the Fendh mint. Fénide’s unique hility to work successfujl with
large umbes represented alallenge to Ferma, and consequentlhe was sometimes
the ecipient of Erma’s most guated esults.This comnunicaion contained \wat is
now known as fema’s Little Theoem,along with the commerit would send gu the
demonstation, if | did not fear it being too long

Fermat’s Little Theorem. If p is a pime and a is a posiute integer not dvisible by p,
thenaP~! = 1 (modp).

(Euler pultished the if st pioof of this theoem in 1763although Leibniz had wtten an
identical agument in an unpuished manscipt before 1683.)



Armed with erma’s Little Theoem,we can nw design our puic-key cryptosystem.
To geneste the leys, ead user in the systemumt select tw large distinct pime
numbes p andg, ead about 100 digs long (As we shall discuss far, there eist
efficient algorithms tha can gneste a one-hunad digt prime on a high speed
computer in less than twminutes.) Nev letn = pg and ¢oose an intger e between 3
andn sud tha eis relaively prime tod(n) = (p — 1)(q — 1). (Note tha ary prime
numbere saisfying maxXp,q} < e < nwill suffice.) Since(e, $(n)) = 1, we knav tha
e has a mltiplicative inverse modulap(n); call it d. Thus,ed = 1(modd(n)). Moreover,
the EudideanAlgorithm can be used féfiently to find both this positie integerd and a
coresponding ngative integer B8 sudh tha ed + Bd(n) = 1. The user then submies
andn to the pulic director, and legpsd, p andq private.

Suppose w desie to encipher a plaintemessge. Using the mpping

Ao 00,Bo01,...,Zo 25 corvertthe messge oft letters to an intger M
consisting of 2digits. Partition the consecute digts of M into bocks M; of equal
length so thaead bock represents aumber less than = pg. The encipheng
transbrmdion is gven by

E(M,) = M¢(mod n) with0 < E(M,) < n.

To decipher theumeic ciphetext C genested ly encipheed cipher lbcks C,, use the
transbrmation

D(Cj) = C¢(mod n) with0 < D(C) < n
on eat cipher tock C,.

As an eample of an RSA engption-decyption pait consider thedllowing small,but
illustrative, example Letp = 47 andq = 61 be the tvo selected pmes.Then

n = pg = 2867, and¢(n) = (p — 1)(g — 1) = (46)(60) = 2760. Selectinge = 49, we
use the EuaeanAlgorithm to \erify that it is relaively prime to ¢(n):

d(n) = 56(49) + 16
49 = 3(16) + 1
16 = 16(1) + O.

The last nongro remainder 1 is thergaest common disor of ¢(n) ande. Since¢(n)
ande are relaively prime, e = 49 has a mnltiplicative inverse modulag(n); call it d.
Using the equalitiesbave in reverse it is easy toihd d:

1 =49 — 3(16)

1 =49 — 3[¢p(n) — 56(49)] = 169(49) + (—3)(2760).
Consequeny, 169(49) = 1(mod 2760). Therefore, d = 169.
The esulting engrption algorithm is

E(M) = M*(mod 2867),
and the degption algorithm is

D(C) = C'**¥(mod 2867),

where M andC are rumeic blocks less than 28670 encipher the plaint messge



EPCO CENTER IS SPECACULAR
translde first into umeic form

04 1502 141902 04 13 19 04 17 08 18 18 15 04 02 19 00 02 20 11 00 17

and patition into docks of digt-length 4. Then encypt and degrpt eat block by the
functionsk andD, as deined dove. The result is:

Original Block M, Enciyption E(M,) Decryption D[E(M,)]
0415 2261 0415
0214 2536 0214
1902 2329 1902
0413 2243 0413
1904 1416 1904
1708 1464 1708
1818 2688 1818
1504 1504 1504
0219 1544 0219
0002 2264 0002
2011 0786 2011
0017 2328 0017

Translding the rght-hand columnaveals the caect messge.

In geneal, do E and D disfy the our conditions of a puic-key cryptosystem?
If we defne = € to be the set of all nongdive integers less tham, then
condition (i) is ssfied. To verify condition (ii), E(D(C)) = C% = C (modn) and
D(E(M)) = M® = M (modn) for C € € andM € P, it suffices to pove

Med = M (modn) for all nonnegative intgersM < n = pq. (2)
If p doesnt divide M,
MP~1 =1 (modp)

by Fermat's Little Theoem. Nav recall tha 8 < 0 anded + B¢(n) = 1. Since(p — 1)
divides ¢(n),

M—B4M=1 (modp)
and it bllows tha
M—B4M+1 = M (modp).

Thus,M® = M (modp) wheneer p is not a fictor ofM. But deally this also holds
whenp does dvide M. In a similar manner

M& = M (modq).
Sincep andq are relaively prime, (2) holds or allM € %.

Note tha our enciphdang transbrmation was deined ony on nonngative integers less
thann in order to guaaintee thait is one-to-one

10



To verify condition (iii), we nust first shav tha the pair(E, D) can be easjlfound
from a computional point of viev. The algrithm for detemining this pair bgins with
finding two distinct one-hunéd digt primes.There ae seeral primality tests
available—as,for example Rabin’s test [18] and the Solay-Strassen test [27].

The former uses a test due toLGMiller:

Letmbe a positie integger withm — 1 = 2%, where sis a nonngative integer and
tis an odl positve integer. The intgger mis said topass Miller’s test ér the base
bif eitherbt = 1 (modm) or b?* = —1 (modm) for some intgerj € [0, s — 1].

To test a nmberm for primality using R&in’s testperform Miller's test ér k bases
ead less tham. If the integer m passes ak tests,the pobability that it is not prime is
(1/4)k For k = 100, this pobability is (1/4)1%° =~ 106, Although this test is not
deteministic in ndure, it gives a high dgree of cetainty.

Recenty, a deteministic pimality algorithm was announced thaas“neaty”
polynomial wn time [2],[16]. The algrithm is quite complicgd, both in theoy and in
practice since maw different cases arcovered in computer mgram implementgon.
Motivated by this testthere hare gppeaed other algrithms dgendent on the ark of
H. Cohen and HW. Lensta. One algrithm with paticulady impressve un times vas
implemented on a CDC Cyber 170-175 computer and can test a 100udidper in
about 30 seconds, 200-digt number in 8 mintes,and a 1000-dig number in a ek
[5], [19].

How mary 100-digt numbes nust be tested befe we find one vhich passes Ran’s
test and is (most lidy) a pime? In 1793Gauss conjected tha if 7(x) represents the
number of pimes not gceedingx, thenm(x) = x/In x for laige x. This was poved
independeny by Hadamad and de I&/allée Pussin (1896)and is eferred to as the
Prime NumberiTheoem.The pobability that a mndomy selected od integer in the
interval from 10Y to 10¥ is prime is gproximately

number of primes _ #(109) — m(10") _ 2 (10 1 )
number of odd integers ~ (10x — 10¥)/2 ~ 10<Y — 1\xIn10 yIn10/’

Consequenyl the pobability that a 100-digt number is pime is gproximately

2 10 1
5( 100In10 ~ 991In 10) = -008676.
On the aerage,
1
(008676 17

odd 100-digt numbes would be tested befe a pmme is ound The entie procedue
outlined dove requites ony a few minutes of computer time tand a 100-dig prime.
Although this mg seem to be complitad, kegp in mind tha ead user needs to
complete this mpcedue only twice. Oncep, q, are obtainedone canihd positve
integers d ande, as desdbed ealier. Thus,the pair(E, D) can be‘easily” found ly the
owner. Moreover, E andD are “easy”to compute using modulakgonentidion [17].

A 200-digt messge can be engpted or degrpted in a éw seconds on a high speed
computer
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To complete theeification tha the RSA cyptosystem is a puilb-key cryptosystemit

suffices to shw tha E is a tgpdoor function. Recall thahe pullic-key informétion ise
andn, wherasd, p, andq are kept private. If d is knawvn, ary ciphetext C = E(M) can
be ead But hav “difficult” is it to find d? By deinition, d saisfiesed = 1 (mod ¢(n)).
So if ¢(n) can be dund thend can be dund as shen in an edier example Suppose

¢(n) is knavn. Then,sincen is pubic information, it is easy toihd

ptag=pg—(P-Dg—-1) +1=n—¢Mn +1
p—q=[(p+ g?—4pq’2=[(p + q)? — 4n]*/2,
and theefore,

p=§m+m+m—m]wwq=§m+m—m—w1

Supposeconversely, tha d is knavn. Then a naltiple of ¢(n), namey ed — 1, can be
found Given a nultiple of ¢(n), it is possilte to factorn = pq (see [14]).Thus,finding
¢(n) or dis computéonally no easier tharattoing n. The fastest dictoing algorithm
known [15] uses pproximately exp( J(nN) In(In N)) bit opegtions to fctor an intger
N. Assuming thaead bit opestion takes one miasecond 106 second, we obtain the
following factoiization times:

Integer N Number of Bit Opeations Time
10%° 1.4 x 10% 3.9 hous
107 9.0 x 10%? 104 dys
1010 2.3 x 10% 74 years
102 1.2 x 10% 3.8 x 10° yeas
10300 1.5 x 10%° 4.9 x 10 years

Since the intger n = pqg has @proximately 200 digts, it appeas thd it is
computaionally infeasilte to ind D, based ot on knaving E. Thus,E is a
one-way function and the &pdoor inbrmation is the pime factoization pq of n.

Is it possilte to decipher a ciphtxt messge without fnding the deciphéng algorithm
D, and hencewiding the &ctoization of n = pg? In 1977,G. L. Simmons and M..J
Norris proposed a method ofygtanalzing the RSA grptosystem 1 using success
enciyptions ty E. They genested a sequendg,, C,, . . . by defning C;, = E(M) and
Ci1= E(CJ-), where M is the plaintgt messge. The sequence is t@inaed when an
integert is reated sub tha C, = C,. ThenC,_, = M, sinceE(M) = E(C,_,).
However, it has been shen [20] tha the pobability of this atad being successful is
extremey low if the chosen pmesp, g, differ in length |y only a few digits,

(p — 1,q — 1) is small,and bothp — 1 andq — 1 have lage pime factos. Other
cryptanaytic gpproadies to the RSA gptosystem hee been sugested mary of which
have been quikly followed ky countearguments.

Since the announcement of the RSpptosystemno generlly effective dtacks have
surfaced to theden its secuty. Ironically, the leseath actvity stimulated ly this
system has enhanced its séguin order to potect an RSA engption cipher fom
attadk, cettain conditions rast be stsfied:

12



(i) pandqshould ealk be &least 100 digs
(i) pandqshould difer in length ly a few digits
(i) (p — 1,9 — 1) should be lage
(iv) Ead of the intgersp + 1, q = 1 should hae & least one laye pime factor

Propety (i) ensues than is extremely time consuming toafctor ty trial or by the
Monte Calo method Propeties (ii)-(iv), in conjunction with (i) guaantee thano
special &ctoization tediniques (sug as the dfierence of squas,and thep + 1 or

p — 1 method) or special degstion methods (surcas succesg encyption) can be
effectively used Since it is possib to constuct a modulus s$efying all four conditions
[28], we can hild a secue RSA cyptosystem toda

It has not been prven tha the poblem of beaking the RSA gptosystem is equalent
in difficulty to factoing the modulus = pqg. There could be a method thaould
decipher mesggs without identifying the #pdoor inbrmation. This gpeas unlikely
however, since all knavn decipheing methods thtawork in the gnerl case a
equvalent to &ctoing n. Factoization is a computgonally “hard” problem; thd is,
there is no @neal-pupose pime factoization algorithm tha computes thesictoss ofn
in a rumber of stps boundedya polnomial inn. As long as pme factoization
contirues to be dhard” problem and no ne cryptanaytic tediniques deelop,the RSA
system ppeas secue; it will always be“easier’to find large pimes than it will be to
factos rumbes of the same ngmitude It cettainly is exciting tha a conjectue by
Femat in 1640 plgs sut a pvotal ole in ciyptology today.

Trapdoor Knapsadks

In 1977,a pubic-key cipher was poposedwith its secuity depending on the difculty
of solving the assic knasak problem [12]:

Given positve intgersa,, a,, . . .,a, and a sum Ssole
S=aXx +ax,+ -+ ax,
for thex's(1 < i < n), where eab x, = 0 or 1.

This is a notdously “hard” problem [8]. An exhaustve seath requires a bed of the

2" possibilities or (x;, X, . . ., X,). The best kn@n method ér finding a solution of the
kngpsadk problem requires @proximately 2"/2 computdional st@s. So 6rn = 100, a
reliable computer solution is iefsilbe. However, for cetain sequences,, a,, . . ., a,,

the solution of the kn@sadk problem is quite“easy’

A sequencéay, a,, a;, - . ., &,} IS said to besupeincreasingif it satisfies
i—1
Ya <aforeabj=23,. ..,
i=1

Assume ve hare sud a sequenc@and thathe peselected surB can be #ained using

n

some subset of the sequeribe sol\e S = X ,a,x, we pioceed asdllows: letx, = 1
if S= a,, andx, = 0if S< a, Then fndx,_,, X,_», ,, ,. X;, in successionysing



fory=n—-1,n-2,...2,1.This can be sokd iapidly on a computereven for
large n.

To huild a pullic-key cryptosystemassume thizead user in the system selects a
supemcreasing sequendey, a,, . . ., &}, an intger m > 2a,, and an intger w which
is relaively pime tom. Letw represent the miltiplicative inverse modulam of w (this
can be eagilfound using the ElideanAlgorithm). Now for the not necesshy
supeincreasing sequencey jb,, b,, . .., b} by

b, = wa,(mod m)
withO < by < mfori =1,2,...,n.

The pullic-key information is the sequendé,, b,, . . ., b,}, while the tepdoor
information ism andw. Suppose someoneams to send this user a megesi.

The messge is frst translded into a sing of 0’'s and 18, using the binar equvalent
to lettes:

Letter Binary Equivalent Letter Binary Equivalent
A 00000 N 01101
B 00001 ¢} 01110
C 00010 P 01111
D 00011 Q 10000
E 00100 R 10001
F 00101 S 10010
G 00110 T 10011
H 00111 U 10100

I 01000 Vv 10101
J 01001 w 10110
K 01010 X 10111
L 01011 Y 11000
M 01100 z 11001

This sting of 0's and 18 is then split into locks of lengthn (if the length5|M| of a
string is not dvisible by n, fill in the last bock with 1's). Eat plaintext block
X = {Xq, Xy« - 0, %o} (i = 1,2,...,K) is encipheed as

§= 2 bx.
j=1

[Note tha S can be intgoreted as the dot pductb - X for b = {b;, b,, ..., b,}.]

The sumgS,, S,, . . ., S} comresponding to these encipkdrdocks form the ciphetext
messge. There is no concer about inteception of the cipheext since deciphéng the
text requires solving a up of“hard” kngpsadk problems of thedrm § = Zjnzlbj X
However, whenm andw are knawvn (the pivate trapdoor inbrmation held ly the user),
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these*hard” kngpsad problems can be aimsbrmed into“easy” kngpsak
problems without bangng the solution set§Ve illustrate this br a single lock.
The tansbrmation is as éllows. For § = 2, bx;:

wS = _Elv_vbj X = {_Elajx”}(mod m).
= i=
Note tham > 2a, (by defnition) and2a, > ="_,a (since{a;, a,, . . ., a,} is

supeincreasing) yield_ ;ax; < m. If § = wS(mod mwith 0 < § < m, then

-~ J= -~
S = 2 ,1aXx;. Solving these easy kpsak problems,§ = X ax;, yields solutions

to the had kngpsak problemsS§ = Ej"zlbjxij, and consequertlthe orginal plaintet
messge M.

Example of a knasadk cipher Suppose gur pivate-key is the supencreasing
sequence {1115, 30,60} and you've selected imbes m = 150 andw = 77.
Then your public-key sequencedefined by

b = 77a (mod 150) (j = 1,2, 3, 4),
is {97, 105,60, 120}. To encipher the mesga

DONALD DUCK
first translde eab letter into its binar equvalents

D O N A L D D U C K,

00011 01110 01101 00000 01011 00011 00011 10100 00010 01010

and then pdition this sequence of ©and 13 into Bocks of length bur:

0001 1011 1001 1010 0000 0101 1000 1100 0111 0100 0001 0010 1011.
For eat block X;, form the coresponding dot mduct sum§ = b - X; using
b = {97, 105, 60, 120}

S, = 0(97) + 0(105) + 0(60) + 1(120) = 120

S, = 1(97) + 0(105) + 1(60) + 1(120) = 277

S; = 1(97) + 0(105) + 0(60) + 1(120) = 217

S, = 1(97) + 0(105) + 1(60) + 0(120) = 157

S = 0(97) + 0(105) + 0(60) + 0(120) = O

S, = 1(97) + 0(105) + 1(60) + 1(120) = 277.

The ciphetext is then 120277,217,157,0,. . .,277.To decipherfind the
multiplicative inverse (modulo 150) ofv = 77. Solving 77w = 1(mod 150) yields

w = 113. Then nultiply ead § by w. Thus,for example S, = 120 is decipheed to 60
since

113(120) = 60 (mod 150).
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The emaining sums become 101,41,0, . . .,101,respectiely. Ead of these
transbrmed sumsS comresponds to afeasy” kngpsadk problem relaive to the
supeincreasing sequence {115, 30, 60}. Solving the knpsa& problems

S = 11x; + 15x, + 30x; + 60x,
for eat sum yields
0001,1011,1001,1010,0000,. . .,1011.

Partitioning the sting 00011011100110100000 . . . 1011 inkacks of length iive
identifies the mesge:

00011 01110 01101 O00COO ... 01010
D o N A c K

A cryptosystem based on the fiakkey kngpsad cipher does not safy the ur
conditions in the ddatition of the pultic-key cryptosystemThe encipheng algorithm is
cleay not onto,since ony cettain sums can beegeeted by the int@ersb;, b,, .. ., b,.
It can be shan, however, that all of the conditionsexcept this oneare sdisfied.
Without E(D(C)) = C holding in geneal, it is impossile to use the sigmare shieme
tha was desdbed ealier. For a discussion of kipsadk-based algrithms and sigriarres,
see [23].

Knapsadk cryptosystems hae receved their shar of dtention since 1978 hey were
initially favored orer the RSA system since epption-decyption was faster Special
integrated circuit chips to implement a kpsad cryptosystem hae e/en been
consideed Ly a few companies. Recegilthis d@tention has diminished sigraantly.

In April 1982, a fundamental gptanaytic breakthough was made Wwen a pofnomial
time atadk on“almost all” (Merkle-Hellman) knasa& cryptosystems @as caried

out [24]. The dtadk, by A. Shamir demonstated tha certain information aout
supemcreasing sequences is nogélwhidden ty modular nultiplication. Using ony the
sequencgb,, b,, .. ., b} and ideas fsim Diophantine pproximation, it is possilte to
find enough seet informéation to sohe ary kngpsad problem involving the weightsb,,
b,, ..., b, Several kngpsak cryptosystems hae been pposed and loken. For
example the Gaham-Shamir $eeme vas subsequentbroken by Adleman,using a
polynomial time algrithm [1].

Meanwhile, Shamir collected a e of $100 fom Mekle for breaking his basic
scheme Melkle, distressed P misleading mediagports of this special case solution,
offered a $1,000 fze to aryone who could beak the maltiply-iterated \ersion of his
basic sheme [12]. Seeral atadks followed In the &ll on 1984 Ermest Bickell, of
Sandia Las,collected the $1,000 ze. Brickell's tetinique dpends on theeict tha
modular nultiplication is the ony method used todep the pivate key hidden. He éund
a way to use a single function tdhvange the nultiple iterations into an easy kpaadk
problem. The tetinique identiies the plaintet messge without fnding the oiginal
supeincreasing sequenc&ngpsa& ciphes with 100 veights and 20 it@tions can be
broken using less than 2 hauof computer time on a &r 1S computerThis tednique
is expected to brak a 1000-wights,40-iterations cipher in 750 hosron the same
computer [3].
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Does all this wle out the possibility of thexestence of a secarkngsadk cryptosystem?
Not necessdly. But cetainly any nev kngpsad systems mast ind other vays, besides
modular aithmetic to hide pivate informaion. Ther is alead/ a nev kngosak cipher
proposed i B. Chor and R. Riest,based of athmetic in fnite fields. It dtempts to
avoid the faws identifed by successful ttadks on pror kngpsak systemsand ony

time will detemine its success oéilure. It is inteesting to notein light of Edgar Allen
Poe’s quotetha when ChotRivest ppposed their system theemaked “At the
momentwe do not knar of ary atadks caable of breaking this system in @asonble
amount of timé
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